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XDC VS Code Extension Requirements

INIMPORTANT!!! The XDC extension requires HTTPS to be enabled on your z/OS system. If your z/OS HTTP
Server presents a certificate that is not issued by a publicly-trusted CA, you must install its trust anchor into the
machine/system store of the operating system running VS Code. If the certificate is signed by your organization’s
internal (private) CA, install the CA signing certificate — not the server certificate used by z/OS HTTP Server. If it is a
genuinely self-signed certificate, that certificate is its own signer, so install it directly.

Installing the CA The signing certificate must be installed into the machine/system store, not a per-user store.
Windows

* Open the certificate (.cer/.crt) — Install Certificate.

* Choose Local Machine (not Current User).

» Select Place all certificates in the following store — Trusted Root Certification Authorities.

* Confirm it appears under certlm.msc — Trusted Root Certification Authorities — Certificates.

macOS
Import into the System keychain and mark it trusted:

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain your-ca.pem

Or via Keychain Access: drag the certificate into the System keychain, open it, expand Trust, and set When using this
certificate — Always Trust.

Linux
Add the CA to the system bundle, then rebuild it:

* Debian / Ubuntu / SUSE: copy the PEM (named *.crt) to /usr/local/share/ca-certificates/ then run sudo update-ca-
certificates

* RHEL / Fedora / CentOS: copy to /etc/pki/ca-trust/source/anchors/ then run sudo update-ca-trust

* Arch: sudo trust anchor your-ca.pem

Note: The extension reads the system trust store when it starts, so install the certificate before launching VS Code —
or, if VS Code is already running, reload the window (Command Palette — Developer: Reload Window). This trust
step applies to desktop VS Code only; a browser-based build cannot read the local trust store.

XDC VS Code Extension Installation

To install the XDC VS Code Extension, you will need access to the extension package named code-xdc-0.x.y.vsix.

The quickest and simplest way to install our extension is to search for XDC in the Visual Studio Marketplace directly in
VS Code. The extension package can also be downloaded directly from Visual Studio Marketplace or from our website

To install the extension manually, download extension package to your desktop, open up VS Code and then...
e Step 1: Open the VS Code Extensions panel.

* Step 2: Click on the hamburger menu...


https://marketplace.visualstudio.com/publishers/colesoft-marketing
https://colesoft.com/

» Step 3: Select "Install from VSIX..."

» Step 4: Navigate to where code-xdc-0.x.y.vsix is saved on your desktop and select it.

EXTENSIONS ) Welcome

Views

Check for Extension Updates
INSTALLED Disable Auto Update for All Extensions
Hex Editor

Enable All Extensions

Disable All Installed Extensions

Show Running Extensions

Start Extension Bisect

Install from VSIX...

Figure 1: Steps to install VS Code extension

The XDC VS Code Extension can also be installed from the command line. Open a command prompt/shell/Powershell/etc
and change to the directory containing the XDC VS Code Extension package and issue:

code --install-extension code-xdc-0.x.y.vsix



And, that’s it. Once installed, the XDC Extension will appear in the side panel. When a new code drop occurs, just
install the new package. VS Code will automatically replace the older version with the new one.

XDC: XDC SESSIONS

&9 FHC

L v31

;3“ v3a

7 V3C
5 v3b
7 XDC

Figure 2: XDC Extension Installed



XDC VS Code Extension: Adding a Server

In order to use the XDC VS Code Extension, a profile needs to be created for the XDC GUI Server running on the z/OS
system you will be connecting to. You can create multiple profiles to connect to multiple systems.

* Open the XDC VS Code Extension by clicking on the XDC icon in the side panel (see figure 2)
* Click on the + (plus) symbol in the top right of the panel to bring up the Add XDC Server panel.

XDC

XDC SESSIONS -Ii ¢

&L FHC Add XDC GUI server

Figure 3: Add XDC GUI Server

* Fill out the panel with:

- A descriptive profile name.

Your TSO user id and password.

Security group information, if required.

The HTTPS URL to the XDC GUI Server. Check with your XDC sysprog for this information.

Click Connect



ADD XDC SERVER

Add XDC Server

Profile Name *

Username *

Password / Passphrase *

Security Group

XDC Server Address *

Save & connect

Figure 4: Add XDC GUI Server Panel

* Once connected, the XDC VS Code Extension will be populated with the newly created XDC GUI Server profile.
If there are any pending CDF sessions, they will be displayed when the XDC GUI Server profile is expanded.



XDC

v XDC SESSIONS
&% FHC htt

v B XpC https://xxx.xdc.csm.local:8443/
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Figure 5: XDC GUI Server added

Connecting to an XDC Debugging Session

To connect to an XDC debugging session, you must first start a CDF debugging session on z/OS. A CDF session is ready
to be connected to when you see a series of DBC640Q messages in the SYSLOG.

$HASP373 XDCCAAA STARTED - INIT 081 - CLASS A SYS Sou1
IEF4B83I XDCCAAA - STARTED - TIME=16.07.06
+ DBCEB4B0) XDC =2.2: (XDCCAAA) AWAITING USER SIGNOMN. 741
DBCB400 - Reply C to cancel the wait and percolate the abend.
DBCB4080 - Reply GO to cause the user's program to reattempt

DBCB400Q execution.
DBCGE400 - Reply WTOR to issue z/XDC commands wvia WTO/WTOR.
DBCB400 - Reply anything else to redisplay these messages.
@11 DBCB4ODOQ XDC =2.2: (XDCCAAA) Reply C, GO, WTOR, or RESHOW.
@11 DBCB4BO XDC =Z.2: (XDCCAAA) Reply C, GO, WTOR, or RESHOUW.

Figure 6: A waiting XDC CDF session

With a pending XDC CDF debugging session, expand the XDC GUI Server profile to display a list of pending debugging
sessions. What you see in the list will depend on your SAF permissions, so if you don’t see anything listed, you will
need to get in touch with your sysprog.

Right click on the XDC CDF debugging session, you want to connect to and select "Connect to debugging session."



&% V3C https
&Y v3b https
£\ XDC https
;EP XXXWAI2 XXXWAI2 (ASID: 002A) oni:nm'* b AMRFR?

Connect to XDC GUI Server

Figure 7: Connecting to an XDC debugging session

Once connected to an XDC CDF debugging session, the VS Code debug view will pop out and be populated.



RUN AND

VARIABLES >TESTME CSECT , ©7/24 FHC 00270069
00E0 HELLO BAKR R14,0 SAVE ON STACK 07/24 FHC 00310069
o@R15 EQ =
B240 00EQ oTESTME - BAKR R14,0
COCo FFFF FFFE RL R12,TESTME
TESTME,R12

Registers

CoBO 0000 02DB

CALL STACK
— TCB 1: IEAVAR(
—— TCB 2: IEESB!
———TCB 3: IEFIIC Job Step] ] 1841 R : SAVE @ PARM IN 0
ALL [Job Step] ) 4 XDCR| 4 R4 IS IN USE NC 07/24 FHC
B219 0000 RED INSURE PRIMARY ASC-MODE ASC87/24 FHC
+16 016D INSURE AMODE(31)
+18
+18 X @
+18 00K , ©7/24 FHC
+18 MNOTE * o Version: 2 - 1911B+" DBC-1911BX01 -#XDCHOOK
+18 (Intentionally not g DI )118:
+18 &XDCRLSE in this MNOTE)  721-1501B
+18 MNOTE #DBCVRSN LIST=NO 2/XDC EQUs SETx XO1-#XDCHO
+18 08/15
+18 MNOTE @SYSTATE TEST
+18 )11B
+18 MNOTE SYSTTATE rel. = 01020400" C-1911B ©2-@SYSTATE
MNOTE =P

DEC901

MNOTE
LOADED SCRIPTS

TESTME :
/MAP PSW?

BREAKPOINTS
FRAME DETAILS
 PSW Detail

DE

X @00 & Attach to XDC Session (exampleWorkspace) D PsW: 0000000021000358 &P AMODE31 &) CC=1(L0) @ Ln5,Col1(326selected) Spaces:5 XDCADATA & signin [T

Figure 8: XDC VS Code Extension



Extension Features

* Registers are displayed in the Variables panel

VARIABLES

Registers

Wide General register

v Rl@ = 9x0000000000000064
High bits = @x00000000
bits = 9x000RRO64
0x000000000000 90
oxtfffffffe/cac3c3
oxtfffcld3d340
oxftfffffffe3cbe2e3
oxf i fffd4c54040
oxtffffees8cbfc8
ox T ffeefo8830
= OxfHfffffeesfdens
ox T fffeesd6cbd
Ox T fffolelc300
oxfrfffffoesfoenl
Oxfffffffodaftades
0x00000000VBACAAS
0x00000ABASBABCA0C
0x00000000a1000358

Figure 9: Register Sets



* All XDC commands can be issued via the Debug Console. Prefix any XDC command with a forward slash ("/").

Log File: \ \ ing\ \ \ 267231944 w9\exthost\colesoft-marketing.code-xdc\x

Timestamp: 26-03-27T26:20:31.899Z

To send logs for troubleshooting:

1. Copy the log file path above

2. Open the file in a text editor
Send the file contents

/list tcb

Figure 10: Debug Console

Responses will be displayed in the Debug Console in unformatted, plain text (This is basically the same text
displayed in a 3270 terminal.)

/list tcb
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[
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[
[
[
[

Figure 11: Debug Console Response
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* XDC commands can also be used in the Watch panel:

Figure 12: Watch Panel

11



* The Call Stack panel displays the tasks in the current address space, along with the PSW and the RSA chain of
the active task.

CALL STACK

TCB 1: IEAVAROO RUNNING
— TCB 2: IEESB605 RUNNING
—— TCB 3: IKJEFTO1 [Job Step] RUNNING
——— TCB 4: IKJEFT02 Lol
———— TCB 5: IKJEFT09 Ll
————— TCB 6: ISPF RUNNING
—————— TCB 7: ISPTASK RUNNING
»—— TCB 8: XXXCALL RUNNING

PAUSED ON ENTRY

PSW: TESTME.TESTME.HELLO+ 000000000012 [AMODE31,CC=LO(1)

TCB 10: "PROXYXXX" RUNNING
TCB 11: "PROXYXXX" RUNNING
—— TCB 12: [EAVTSDT RUNNING

Figure 13: Call Stack Panel

Clicking on the PSW or any of the RSA entries will populate the Frame Details Panel with the relevant information.

FRAME DETAILS
¥ PSW Details T
T PER: OFF
7 DAT(ON) I/O(ON) EXT(ON)
7 KEY (8

" PROBLEM STATE

T ASC-MODE(PRIMARY), CC=1 (MINUS, MIXED, LOW)

" FIX(OFF) DEC(OFF) EXP(OFF) SIG(OFF)

T AMODE: 31

7 00000000_21C - TESTME.TESTME.HELLO +0X0000000000

Figure 14: Frame Details Panel

12



* The Loaded Scripts panel displays a formatted version of the LIST LKED command.

LOADED SCRIPTS

DCHOOK (ADATA).xdcadata

DE (DWARF).xdccpp

«dcmap

Figure 15: Loaded Scripts Panel

Clicking on any of the entries will display the ADATA source, SYMDATA or disassembly of the CSECT.

* The Command Palette contains several extension functions that are prefixed with "XDC".

XDC: View EBCDIC Data recently used §83 X
LIST SUBPOOL
Decode CRWO
MAP Helper — Build Module/CSECT Map
Map this CSECT
Show Extension Log File

XDC GUIServer Status

Manage Profiles

Add XDC GUI server

Add MAPLIB to Active Session

Connect to XDC GUI Server

Disconnect Debug Session

DMAP Helper — Load/Clone DSECT Map

Focus on XDC Sessions View

Hida Enll Addraccac

Figure 16: Command Palette
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